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FIELD OF THE INVENTION 

The present invention relates generally to data management and publishing, and, more 
( particularly, to a data management and order delivery system for providing storage of data 
such as digital images and for routing and delivering orders incorporating a selected subset of 
the stored data to a publishing facility or the like. 

BACKGROUND OF THE INVENTION 

As computers have attained more and more of a prominent role in virtually every 
aspect of life and every type of business, the need to effectively and efficiently store digital 
data has intensified. This need is particularly acute in the context of digital images where 
large amounts of computer memory can be consumed by a single high resolution image. 
Thus > businesses and the like that frequently develop digital images can find themselves 
quickly depleting their in-house, on-line storage capabilities for such assets. Businesses in 
such a position have often reacted by storing these assets off-line, in magnetic or optical 
storage mediums such as floppy disks and compact disks. In some instances, the digital asset 
is deleted and retained only in the form of a hard copy, such as a transparency that can be 
digitized through a scanning. process should a future use for the image arise. 
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While these approaches have alleviated some of the capacity problems associated 
with storing digital assets, they have suffered from certain deficiencies. For example, off-line 
storage such as. that described above inherently leads to inefficiencies such as administrative 
costs associated with cataloging digital assets, delays in locating digital data and, in some 
instances, loss of the asset altogether. Moreover, in those instances where assets are stored in 
hard copy form as transparencies or the like, re-scanning an image for future use can lead to 
inefficient redundancies such as repeating digital re-touching, image correction, or color 
correction procedures and the like. Further, the conversion from digital data to hard copy 
form and back can result in degradation of image quality. 

The rapidly increasing value of digitized images has heightened the importance of 
efficiently and safely storing and managing digital assets. Indeed, the explosive growth of 
the internet is indicative of an unprecedented demand for digital media assets and the 
corresponding increased value such assets are presently enjoying. 

The advertizing and publishing industries are both significantly impacted by the ready 
accessibility (or lack thereof) of digital images. By way of example, advertizing agencies 
often utilize images of products or the like in the publications they create for their clients. 
Often these images take the form of photographs or transparencies. To create a distributable 
product, these agencies often forward the transparencies or photographs to be published to an 
outside facility for digitizing. After the digital image is created, the outside agency typically 
stores the data on a floppy disk or the like, and then either ships the digital data to a printer or 
returns the data to the agency for incorporation in a document to be printed. The printer can 
then print the desired quantity of the publication. 

If, subsequently, the need for additional copies of the publication arises and none of 
the involved entities has maintained a copy of the digital image, the entire process of 
shipping the transparencies or photographs to the digitizing facility, scanning the images, and 
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forwarding the re-created digital images to the printer must be repeated. Such a process leads 
to undesirable costs and possible differences between publication runs due to differences in 
any corrections or modifications made to the digital image in the two separate digitization 
processes. These same costs and difficulties can arise in instances where it becomes 
desirable to re-use a digital asset in a different publication or in a different format altogether 
(e.g., utilizing an image from a movie in an advertizing brochure). 

SUMMARY OF THE INVENTION 

The present invention overcomes the drawbacks of the prior art by providing a digital 
image management and order delivery system. The system is provided with a storage device 
for storing digital- images. It also includes a searching engine for developing a subset of the 
digital- images stored in the storage device in response to inputs received from a first user. 
The searching engine is adapted to download low resolution copies of the subset to the first 
user. The system is also provided with a job order developer responsive to inputs received 
from the first user for developing a job order which includes: a) at least one high resolution 
copy of a digital image contained in the subset and identified by the first user, and b) a file 
containing information developed by the first user outside of the system. In addition, the 
system includes a router for electronically routing the job order developed by the job order 
developer to a second user specified by the first user. 

In some embodiments the system is provided with one or more of the following: an 
image handler for processing digital images input into the system; a user identifier for 
discriminating between users communicating with the system to control access to the digital 
images stored in the storage device; an event tracker for monitoring and recording predefined 
events occurring in the system; means for developing a charge to be accessed a user for at 
least one of the events recorded by the event tracker; a communication device for receiving 
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and transmitting data to one or more remote users; and means for developing miniaturized 
depictions of the subset developed by the searching engine. In some preferred embodiments, 
the file in the job order developed by the job order developer defines a document to be 
printed; the second user is a printer; and the at least one high resolution image is to be printed 
as, part of the document. 

Further, any of the foregoing embodiments can be provided with means for receiving 
digital data from a data provider user to be stored in the storage device; and, means for 
compressing the digital data received by the receiving means in accordance with a parameter 
set by the data provider user. In some embodiments, the parameter defines a compression 
format to be employed by the compressing means. In others, the parameter defines a degree 
of compression to be employed by the compressing means. Any of the foregoing 
embodiments can be provided with means for developing an indication of a charge to be 
assessed the data provider user for storing the digital data in the storage device. In instances 
where such a charge developing means is provided, it can develop a charge based on the 
amount of storage memory utilized by the digital data; based on the amount of time the 
digital data is stored in the storage device; or both. 

A method of managing digital images is also provided to overcome the drawbacks of 
the prior art. The method comprises the steps of: storing a high resolution and a low 
resolution copy of each of a plurality of digital images in an electronically searchable format; 
permitting a first user to locate and download a low resolution copy of at least one of the 
digital images; receiving an electronic file defining a document from the first user, the 
document being designed to incorporate the at least one digital image and data developed 
outside of the system; receiving instructions from the first user directing that the electronic 
file be delivered to a second user; and, automatically routing the electronic file and a high 
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resolution copy of the at least one digital image to. the second user identified by the first user 
foF publication. 

The noted deficiencies of the prior art are also overcome by providing a data 
management system of the following type. Such a data management system includes means 
for storing first and second sets of data. Each of the first sets of data has a first bandwidth 
communication requirement. Each of the second sets of data is representative of an 
associated one of the first sets of data and has a second bandwidth communication 
requirement less than the first bandwidth communication requirement. The system also 
includes means for allowing a user to download a particular second set of data from the 
storing means and means for accepting a work order from a first location wherein the work 
order identifies the particular second set of data and includes further data developed outside 
the system. The system is also provided with means for electronically routing a job order to a 
second location, and means for downloading the first set of data associated with the second 
set of data to the second location. 

Pursuant to another important aspect of the invention, a digital data storage facility for 
providing storage for a plurality of third party users is provided. The storage facility is 
provided with a storage device; means for receiving digital data from a user in the plurality; 
means for compressing the digital data received by the receiving means in accordance with a 
parameter set by the user; and, means for storing the digital data compressed by the 
compressing means in the storage device. In certain preferred embodiments, the parameter 
defines a compression format to be employed by the compressing means. In other 
embodiments, the parameter defines a degree of compression to be employed by the 
compressing means. In any of these embodiments, the storage facility may be provided with 
means for developing an indication of a charge to be assessed the user for storing the digital 
data in the storage device. The charge developing means may develop charges based on the 
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amount of storage memory utilized by the digital data; on the amount of time the digital data 
is stored in the storage device; or both. 

The deficiencies of the prior art are also overcome by providing a digital data 
management and order delivery system of the following type. Such a system includes a 
storage device for storing digital data; a searching, engine for developing a subset of the 
digital data stored in the storage device in response to inputs received from a first user; a job 
order developer for receiving a work order from the first user and for developing a job order 
based on the work order; and, a router for electronically routing the job order developed by 
the job order developer to a second user specified by the first user. In some embodiments the 
work order includes a file containing information developed by the first user outside of the 
system and the job order includes the file. The file may comprises a page description 
language file. In any of the foregoing embodiments, the work order can identify digital data 
contained in the subset and the job order can include the digital data identified in the work 
order. 

The present invention also overcomes drawbacks of the prior art by providing a data 
management system comprising a host server, and a remote server in selective 
communication with the host server. The remote server includes means for requesting a first 
set of data from the host server and means responsive to the requesting means for developing 
a second set of data defining instructions and identifying a third set of data corresponding to 
the first set of data. The host server includes means for developing a fourth set of data in 
accordance with the instructions in the second set and means for routing the fourth set of data 
to a jobber. In some embodiments, the second set of data includes a page description 
language file; the first set of data comprises a low resolution image, and the third set of data 
includes a high resolution image corresponding to the low resolution image; and/or, the host 
server, the remote server and the job are interconnected via a network. In any of the 
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foregoing embodiments, the third set of data can be the first set of data and/or the second set 
of data can include the first set of data. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 illustrates generally a data management and work order delivery system 
constructed in accordance with the teachings of the present invention and shown in one 
passible environment of use. 

FIG. 2 is a schematic illustration of a preferred embodiment of the inventive system 
shown in an environment of use. 

FIGS. 3A-3B together comprise flow charts illustrating the overall operation of the . 
system of FIG. 1. 

FIGS. 4A-4C together comprise flow charts illustrating one possible embodiment of 
the autolog routine of the system of FIG. 1. 

FIG. 5 is a flow chart illustrating one possible embodiment of the housekeeping 
routine of the system of FIG. 1 . 

FIG. 6 is a flow chart illustrating one possible embodiment of the login routine of the 
system of FIG. 1. 

FIGS. 7A-7C together comprise flow charts illustrating one possible embodiment of 
the browse routine performed by the system of FIG. 1 . 

FIGS. 8A-8C together comprise flowcharts illustrating one possible embodiment of 
the order routine of the system of FIG. 1. 

FIGS. 9A-9C together comprise flowcharts illustrating one possible embodiment of 
the administration routine of the system of FIG. 1. 

FIGS. 10A-10J are system diagrams illustrating the preferred operation of the system 
of FIG. 2. 



DESCRIPTION OF THE PREFERRED EMBODIMENTS 

A data management and work order delivery system constructed in accordance with 
the teachings of the invention is. illustrated generally in FIG. 1. As detailed below, the system 
is implemented to provide a centralized database that can be accessed, searched and modified 
by authorized users. Although the system can be used to store any type of digital data, in the 
most preferred embodiments it is primarily utilized to store digital images. As explained 
below, the system is also adapted to serve as a job order developer and conduit for routing 
files from a browser or client such as an advertizing agency to a jobber or supplier such as a 
printer. Thus, the system is preferably adapted both to store digital assets and to facilitate use 
of those assets by providing a ready means for distributing assets to authorized users. 

This combination of capabilities renders the system ideally suited for facilitating 
publication and the like. For example, a first user such as a corporation, may have a number 
of digitized images of its products. In order to provide easy access to those images and to 
efficiently utilize its in-house computer storage facilities, that corporation can save these 
digital assets on the data management system. If, on occasion, the corporation wishes an 
advertizing agency to create a publication, such as a brochure or web page, incorporating one 
or more of those digital images, the corporation need only provide the agency with access to 
the system. 

Once given permission and provided with suitable password information, the 
advertizing agency could then access the system; search the database of the corporation's 
digital images; and download low resolution copies of images to be used in the publication. 
The agency would then disconnect or logoff from the system and begin its efforts to create a 
document incorporating the downloaded images. Upon completion of that process, the 
agency would re-connect to the system to request that the system electronically route the 
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created document with high resolution copies of the selected digital images to a publishing 
entity such as a printer, where the finalized brochure would be published. 

Advantageously, the low-resolution images downloaded to the agency preferably have 
a relatively low bandwidth communication requirement and can be transmitted in a relatively 
short amount of time. Such images are; ialso far less taxing on the computer resources of the 
agency during the creation of the brochure than high resolution copies of those same images. 
After the images are stored on the system, high resolution versions of the images, with their 
relatively high bandwidth communication requirements and relatively long transmission 
times, are preferably only downloaded when required; such as when printing or otherwise 
publishing a finalized product incorporating such images. 

Although in the presently preferred embodiment, low resolution and high resolution 
images are selectively employed to achieve the advantages discussed above, those skilled in 
the art will readily appreciate that improvements in areas such as compression technology 
could ultimately limit or eliminate those advantages. Accordingly, those skilled in the art 
will appreciate that the system could also be implemented to download and route digital 
images having the same or substantially the same resolution without departing from the scope 
or spirit of the invention. 

As used herein, "high resolution" refers to digital data as originally stored on the 
system. A& used herein, "low resolution" is any abbreviated version of the originally stored 
data. "Low resolution" can mean that the subject copy of the data has a different size than the 
original data (e.g., 3 inches by 2 inches instead of 6 inches by 4 inches), or that the subject 
copy of the data has a lesser amount of information than the original data (e.g., 100 pixels 
instead of 800 pixels). 

Also, as used herein, "publication" refers to any conveyance of information via any 
medium. Examples of publication include, without limitation, storing, displaying, 
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distributing, or otherwise conveying data on a printed page, on a display screen such as a 
CRT, on a web page, on a video tape, on an audiotape, on a compact disc, on a digital video 
disc, on a floppy disc, and/or in a broadcast communication. 

In order to provide the centralized storage noted above, the system is preferably 
provided with a host system 10, As illustrated in FIG. 2, although the host system 10 can be 
implemented in a wide variety of ways, in the preferred embodiment it is implemented by a 
number of programmed processing devices in the form of task specific servers connected via 
a local area network (LAN) 18. As shown in FIG. 2, these servers preferably are: a 
telecommunication server 22 for effecting, communication with users and the like; an internet 
server 24 for supporting internet applications such as a web page as well as supporting 
communication via the internet; a mail server 26 for performing e-mail and fax messaging; a 
file storage server 28 for controlling access to the digital data; an SQL database server 30 for 
performing text-based searching and controlling storage of operating and other data; and an 
autolog server 32 for processing digital data to be stored on the system 10. Any server 
system can be implemented to undertake at least some of these functions without departing 
from the scope of the invention including, without limitation, IBM®, IBM® compatible, 
Intel® based compatible, and Digital Equipment® Alpha® based or Alpha® based 
compatible systems. Preferably, the system runs on the Windows NT® server operating 
system, but other operating systems would also be appropriate. 

For the purpose of effecting the database functions described above, the host system 
10 includes storage means for storing high and low resolution image data having high and 
low bandwidth communication requirements, respectively. In the preferred embodiment, the 
storage means is implemented by an optical data reader serviced by an optical disk robot 20, 
although other storage devices such asthe tape robot 32 shown in FIG. 2 are likewise 
appropriate. The host system 10 is preferably also provided with other storage devices 
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including;a tape or optical robot driven storage device 34 to perform backup of operating 
system and transactional software, and an external RAID sub-system 36 for buffering client 
data; Of course, some or all of the servers mentioned above would also have internal hard 
drives, for additional storage. Exemplary devices for implementing these devices include, 
without limitation, a Quantum DLT 2000 digital linear tape drive (34), a Document Imaging 
Systems Corp. (DISC) D-255U Optical tape robot sub-system (32), and an nSTOR model 
CR8e-390T 27 gigabyte tower RAID subsystem (36). 

To permit data files to be input and moved to the various storage devices 20, 32, 34, 
36 of the host system 10, as well as to permit co-operative operation of the various servers 
22, 24, 26, 28, 30, 32, the servers are preferably networked together using an industry 
standard local area network (LAN) 1 8. One possible example of such a LAN implementation 
includes, without limitation, connecting the servers with a lOBase-T twisted category 5 
twisted pair cable (10 megabit/sec - Ethernet 802.3 protocol). By way of example, not 
limitation, higher bandwidth requirement systems may substitute 100 Base-T (100 
megabit/sec) connections or ATM (asynchronous transfer mode) at 155 megabits/sec 
connected with category 5 twisted pair or fiber optic connections. 

As shown in FIG. 1, the host system 10 is adapted for communication with a plurality 
of users including, without limitation, browsers and client orderers 12, image providers 14, 
and jobbers 16. Image providers 14 are, generally speaking, the owners or developers of 
digital data to be stored on the system. They are the users that wish to take advantage of the 
efficiencies associated with the centralized storage and electronic routing capabilities offered 
by the system. Jobbers or suppliers 16 are, generally speaking, agencies such as printers, 
broadcasters, and the like. Browsers and orderers 12 are users given permission by the image 
providers 14 to access the database. Examples of browsers and orderers include advertizing 
agencies, consultants, and the like. 
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As generally ilhistrated-in FIG. 1, communication between the host system 10 and the 
various users 12, 14, 16 can be effected by any known means of connectivity. For example, 
the users 12, 14, 16 can access the host system 10 or communicate with one another through 
local area networks or wide area networks. Wide area networks can be implemented through 
dial-up or dedicated communication servers. Examples of dedicated connections which could 
be used in this role include, without limitation, a phone line with an asynchronous modem 
rated at 2S.8 Kbps or higher; ISDN dial-up BRI (basis rate interface) rated at 1 12 Kbps or 
128 Kbps; and ISDN dial-up PRI (primary rate interface) rated at 64 Kbps up to 1 .536 Mbps 
(or 1 .920 Mbps. in Europe). Examples of dedicated connections suitable for this role include, 
without limitation, a Tl link between two locations (1.5 Mbps) or fractionalized Tl; frame 
relay (56 Kbps to 1.5 Mbps); switched multi-megabit data service (SMDS); cable broadband 
connections; synchronous- optical network (SONET); point to point directional microwave; or 
very small aperature satellite (VSAT) linkages. As shown in FIG. 1, dial-up telephone 
communication can be direct or via the internet. If desired, the host system 10 and users 12, 
14, 16 can be hardwired to one another as an intranet. 

Preferably the host site 10 is adapted for communication with users having a wide 
variety of computer systems. For example, the suppliers and browsers 12, 16 can be provided 
with a workstation or personal computer (PC) 38 and a modem 40. Optionally, these users 
can be provided with a hard-copy output device such as a printer 42 as shown in FIG. 2. By 
way of example, not limitation, the workstation or PCs 38 may be implemented as an IBM®, 
IBM® compatible, any Intel® based compatible, Digital Equipment® Alpha® based, 
Alpha® based compatible, Apple® Macintosh®, Sun SPARC®, Sun compatible, or Internet 
appliance computer system. Although other operating systems may likewise be appropriate, 
these workstations or PC's preferably run Microsoft® Windows 95®, Windows NT®, 
Windows NT® Workstation, MAC OS 7.X, Sun Solaris®, MAC Next, OS/2 or any other 
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operating system capable of running Microsoft Internet Explorer®, Netscape Navigator® or 
any other suitable browser. 

Although other configurations and systems are appropriate, the computer system(s) of 
the image provider users 14 are preferably implemented by a telecommunication server 43, a 
provider server 44, and one or more workstations 46. As with users 12, 16, the computer 
system(s) of the image provider user 14 can also optionally include a high resolution scanner 
48, and/or a hard-copy output device such as a printer 50 (FIG.2) for printing out local 
reports, work orders, and administrative reports. By way of example, not limitation, the 
computer system(s) at the image provider user 14 can be implemented by an IBM ®, IBM® 
compatible, any Intel based compatible, Apple® Macintosh®, Digital Equipment® Alpha® 
based, or Alpha®*based compatible computer. The computer systems at the image provider 
14 preferably operate the Microsoft Windows NT® server operating system, but other 
operating systems such as the UNIX operating system are also appropriate. 

The operation and structure of the data management system will now be described in 
connection with the flowcharts appearing as FIGS. 3-9. As those skilled in the art will 
appreciate, the majority of the software utilized to implement the data management system is 
run on servers located at the host site 10. However, parts of the software can also be run 
locally on the client machine. As the precise location where the steps are executed can be 
varied without departing from the scope of the invention, FIGS. 3-9 do not address which 
machine is performing which functions. That subject is fully addressed in connection with 
FIG. 10 below, after the overall system operation is described. 

As mentioned above, in the preferred embodiment the software running the data 
management system is executed on the computers located at the host site 10 and user 
locations 12, 14, 16. Preferably, the software generates a graphical user interface at each of 
these locations. The graphical user interface provides a user- friendly means for interaction 
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between the system and users. The host software includes four main databases, namely, an 
image database, an activity database, a configuration database and a mail database. The 
image database is adapted for archiving low and high resolution copies of digital image files. 
The image files are linked to an item record which includes information about the stored 
image files, including, without limitation, pathnames to the low resolution and high resolution 
image files, a client identification notation, and a number of user-specified fields of 
information used for searching. The activity database is used to record events occurring at 
the system such as: storing new data on the system; deleting data from the system; logging 
on arid off the system; performing a search on the system; downloading data from the system; 
and routing a job order to a user. The mail database is used to store e-mail, fax numbers, and 
conventional- addresses for users. Finally, the configuration database is preferably used to 
save certain parameters for establishing communications with and between users^ These 
above-noted databases are managed by a database manager program running on the SQL 
database server 30 such as Microsoft SQL. In the preferred embodiment, the image database 
is implemented by the SQL database server 30 and the file storage server 28; the activity 
database is implemented by the SQL database server 30; the configuration database is 
implemented by the SQL database server 30; and the mail database is implemented by the 
SQL database server 30 and the mailserver 26. 

As those skilled in the art will appreciate, the host site 10 is programmed to 
communicate with a plurality of users at the same time. Thus, although in the following for 
ease of explanation the operating steps are described as occurring in a particular time 
sequence and addressed as if a single user is interacting with the system, in reality the system 
will preferably be adapted to perform any number of the operating steps and routines at a 
given time. For example, the host system 10 may be running the auto log routine (FIGS. 4A- 
4C) in response to a communication from User A while also running the order routine (FIGS. 
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8A-8C) in its interaction with User B. Preferably, User A and User B are completely 
unaware of the other's interaction with the system and the system responds to the inputs of 
any given user as.if that user were the only party interacting with the system. 

Turning, to the general operating software of the system depicted in FIGS. 3A-3B, 
when the system is first brought on-line at the host site 10, a number of initialization 
processes are performed by a block 100. These initialization steps include such conventional 
housekeeping tasks a& testing and configuring memory at the individual servers 22, 24, 26, 
28, 30, 32; establishing protocols for communication on the LAN 18; loading memory 
resident software into memory; and other administrative functions such as client user account 
setup, and client database structure setup. Some or all of these housekeeping functions are 
performed by each of the servers 22, 24, 26, 28, 30, 32. The noted administrative functions 
are performed by the administrative workstation 8. After the system 10 has been properly 
initialized, a flag or counter is checked to determine whether it is time to call a housekeeping 
routine depicted in FIG. 5 and discussed below (block 102). 

Assuming the housekeeping routine is not called, the database management system 
enters into a holding state where it continually checks for an input from a user (blocks 104 
and 106). Such an input can take the form of an attempt to log in to the system or the 
delivery of a data file for storage on the system. Assuming for purposes of explanation that 
the database management system determines that a data file has been received for storage in 
the storage device at the host site 10 (block 106), the system will identify the client who sent 
the file and call the autolog routine (block 108). 

Upon initialization of the autolog routine (FIG. 4A), the autolog server 32 first 
determines whether the received file is compressed (block 200). If it is not compressed, the 
server stores the received file in a temporary file (block 204). If the received file is 
compressed, the server 32 decompresses, the file in accordance with conventional 
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decompression algorithms (block 202) before storing,the received data file to the temporary 
file (block 204). 

The autolog server 32 then polls the file storage server 28 to determine whether the 
received file has, the same filename as. any existing file (block 206). If so, the autolog server 
32 appends a suffix to the filename of the newly received file (block 208). This approach is 
implemented to ensure digital data archived on the database management system is not lost or 
otherwise deleted unless an affirmative request to delete is received from an authorized user. 

After an appropriate filename is chosen, the autolog server 34 creates an item record 
and stores it in the image database (block 210). As mentioned above, item records are akin to 
summary sheets for the stored digital data. They contain information identifying the 
pathnames, of their associated image files (preferably low and high resolution copies) and 
include several user defined fields to enable searching. In the preferred embodiment, the 
creation of the item record by block 210 does not render the digital data part of the searchable 
database. Instead, the image provider user must login to the system; review the item record; 
optionally fill in the data fields to permit subsequent searching; and approve the item record 
and its associated image for searching. Only after the image provider user 14 approves the 
item record is the status of the new data file changed to enable searching. This status change 
can be noted by a flag or field associated with the item record. 

After the item record is created and stored, the autolog server 32 examines the newly 
received data file to determine whether it is an image file (block 212). If the data to be stored 
in the data management system is not an image file, the system 10 skips ahead (block 214) to 
block 226 in FIG. 4B. Assuming for the moment that an image file has been received, the 
host site 10 generates a thumbnail representation of the image (block 216). This thumbnail 
representation is preferably a JPEG file that is developed by making a copy of the original 
file, discarding some of the pixel information, and shrinking the image to about one square 
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inch in size. The thumbnail representation is stored in the image database. The newly 
created item record is then updated to include the pathname of the thumbnail file (block 217). 

In accordance with an aspect of the invention, the autolog software and server 34 can 
optionally be adapted to translate new image files received from a user 14 into a 
predetermined file format. For example, a user 14 can instruct the system 10 to save its 
image files, as tagged image file format files. Upon receiving a new image file, the autolog 
server 34 determines, whether the new file is in the predetermined format (in this instance, the 
TIFF format) (block 218). If not, the autolog server 34 translates the new image file into the 
predetermined file format (block 219). If the new file received from the user 14 is already in 
the predetermined file format (block 218), the autolog server 34 proceeds to block 220 
without performing a translation. In order to enable the autolog server 34 to translate 
received files pursuant to the user's instructions, the autolog software preferably includes a 
translation matrix providing instructions on how to translate files between commonly used 
file formats. 

Regardless of whether a file format translation is performed, a full scale, low 
resolution copy (hereinafter the "low res image" or "low res copy") of the image is then 
generated (block 220). As discussed above, this low resolution image will have a lower 
bandwidth communication requirement than the original, higher resolution image received 
from the image provider user. 

In accordance with an aspect of the invention, the autolog software and server 34 are 
adapted to perform a user-defined type of compression on the image data to be stored 
pursuant to a preset, user defined, compression value. For example, if TIFF (tagged image 
file format) or CT (Scitex continuous tone) files are passed to the autolog server 34, and the 
image provider user 14 has previously indicated that its files are to be compressed in 
accordance with a medium value Adobe® JPEG compatible compression technique, the 
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autolog server 34 invokes the appropriate compression algorithm, applies the compression 
routine, and stores the image file in the image database in the manner specified by the user 14 
(block 222). To thi&end, the autolog. server 34 is preferably provided with a library of 
industry standard algorithms which can be invoked as required to perform the compression 
type and level requested by the user. Preferably, the image provider user will specify its 
desired compression algorithm and compression value when its account is opened, and this 
information wiH be saved in the host system 10 for use when new files arrive. 

Following. the block 222, the autolog server 34 then updates the corresponding image 
record to include the pathname of the low resolution image file (block 224). Subsequently, 
the autolog server 34 utilizes the user compression algorithm specified by the user to 
compress and store the original image file, which is preferably a high resolution digital 
image, in the appropriate database (block 226). As with the processing of the low-res image 
file, the server 34 preferably updates the associated item record to include the pathname of 
the original image file (block 228). Preferably, both the low resolution and the original 
image file are stored in the file format selected by the user if the option discussed in 
connection with blocks 2 1 8 and 2 1 9 is implemented. 

As shown in FIG. 4C, the autolog server 34 next determines whether a special low 
resolution format file such as an OPI (Open Pre-press Interface) file should be created from 
the original image file (block 230). Depending upon the implementation selected, this step 
can be performed in a number of ways. For example, the image provider user 14 can specify 
that all of its files are to include OPI versions. This information can be saved on the system 
10 and, whenever a new file is received from that particular user, the prior instruction is 
checked and the OPI file is created by the autolog server 34 (block 232). Alternatively, the 
autolog software could recognize a request for an OPI version forwarded with the original file 
and execute the blocks 232, 234. Under either approach, the server 34 skips blocks 232 and 
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234 when an OPI file ianot desired. When an OPI file is indicated, the server 34 creates and 
stores, the file (block 232), and updates the item record with the OPI pathname (block 234). 

As shown in FIG. 4C, the autolog routine is completed by logging the activity in the 
activity database (block 236). By way of example, not limitation, the system ID could log 
such things as the date on which the file was stored; the amount of memory used by the 
stored files; and/or the presence of an OPI file. These recorded events can be used later to 
generate invoices to the appropriate image provider users 14 as explained below. Preferably, 
the autolog server 34 interacts with the database server 30 via the LAN 18 to log the noted 
activity. 

Returning to FIG. 3 A, after the autolog routine is completed, the system 10 again 
checks to see if the time for performing the housekeeping routine has arrived (block 102). If 
it has not (as will be assumed for the present), the system 10 continues to cycle among blocks 
102, 104 and 106 until a user transmits another file, a user attempts to log in; or the time for 
performing the housekeeping routine arrives. 

When the system 10 determines that a user 12, 14, 16 is attempting to log in, the login 
routine is called. Each image provider user 14 is isolated from all other image provider users 
14 by a unique client identification number. In the preferred embodiment, this number 
comprises five digits. Each user of this system is assigned a unique prefix code, (in the 
presently preferred embodiment 3 digits). This prefix code is used to secure the file stored in 
the database management system from unauthorized access. Each image provider user 14 
can specify users (such as browsers and client orderers 12 and jobbers 16) who are to be 
granted access to the files of that particular image provider user 14. Each such specified user 
is assigned a user name and password. As will become apparent from the following, this 
authorization scheme is used by the host system 10 in conjunction with the login routine to 
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provide a user discriminator for discriminating between users communicating with the system 
to control user access to the digital data stored on the database management system. 

Significantly, the digital data of every image-provider user 14 is transparent to all 
users except those users authorized to view the data. In other words, if Image Provider A and 
Image Provider B have both stored data on the data management system, and Image Provider 
A has authorized User C to search and access its data, User C will not only be prevented from 
accessing the data of Image Provider B, but User C will not even be able to tell that Image 
Provider B has stored data on the system. Indeed, if desired, the system can be configured to 
display a welcome screen or the like to authorized users logging in under a given Image 
Provider User ! s authority that indicates that the database of that particular Image Provider 
User is being addressed. In such an approach, a user might not even realize they are 
addressing a centralized, third-party data storage facility available to many different entities. 

In any event, when the login routine is called, the internet server 24 of the host system 
10 interacts- with the user logging in via the communication servers 22, 24 to receive various 
inputs. Specifically, as shown in FIG. 6, the internet server 24 determines whether the 
subject user has entered a valid client identification number (block 300), a valid user 
identification name authorized by the client identified in block 300 (block 302), and the 
appropriate password (block 304). If at any of these blocks (300 30 4 ) (300, 302, and 304) 
the system 10 determines that an incorrect response has been entered, the login routine is 
terminated (block 306) and the system 10 returns to Step 102 in FIG. 3A. On the other hand, 
if appropriate inputs are entered at each of blocks 300, 302 and 304, the internet server 
records the log in of the identified user in the activity database (block 308). In the preferred 
embodiment, the length of time a user remains logged into the system is recorded. Thus, in 
addition to the user's identity, the internet server preferably records the time at which the 
identified user gained access to the system at block 308. 
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After logging this activity, the internet server 24 enters a loop illustrated by blocks 
1 12, 116, 120,-and 126 and 130, in FIGS. 3A and 3B. In this loop, the system waits for the 
user to enter an input indicating that certain browsing activities are to be performed (block - 
1 12); a job order is. to be developed (block 116); administrative activities are to be performed 
(block 120); or that the user wishes to log out (block 126). Preferably, this arrangement is 
affected by means of the graphical user interface discussed above: Particularly, the "browse", 
"order", "administrative", and "logout" inputs are preferably displayed as choices on the 
user's screen. By selecting one of these inputs, the user will preferably be given access to 
pull-down menus which provide further options and facilitate easy communication with the 
system 10. 

Assuming for purposes of explanation that the user selects the browse category 
displayed on the graphical user interface (through a mouse or other conventional input 
device) (block 1 12), the internet server 24 of the database management system will enter the 
browse routine (block 114). Upon entering the browse routine, the system 10 preferably 
displays a pull-down menu to the user listing possible actions to be performed. One of the 
actions listed on the menu is preferably a search request. If the user selects the search request 
from the menu (block 400, FIG. 7 A), the system 10 will request the user to enter search 
parameters. Upon receipt of the search criteria, the internet server 24 will then search the 
user-specified fields in the item records belonging to the authorizing image provided user 14 
and compile a set of digital data that meets the search criteria (block 404). As shown in FIG. 
?A, the system 10 then provides the user with an indication that the search has been 
completed (block 406), and sets a search flag (block 408) indicating that search results are 
pending. 

Upon compilation of a search, the user preferably is afforded several options for 
displaying the results. For example, the user is offered the opportunity to view the results as 
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thumbnails (block 410}, as text (block 414), or as a detailed report (block 418). If the user 
requests thumbnails (block 410), the internet server 24 will utilize the thumbnail pathnames 
stored in the item records identified by the search to locate and display thumbnail depictions 
of the search results on the user's display device (block 412). If the stored data files are not 
image files, dummy thumbnails in the form of standardized icons will preferably be 
displayed. 

If instead (or subsequently) the user requests a textual display (block 414), the system 
will display textual information taken from the item records identified in the search for 
viewing by the user (block 416). Examples of such textual information that could be 
displayed include: filename, a class field, a sub-class field, a category field, user defined 
v fields^ the date in which the file was entered on the system, and/or the size of the file. Of 
course, other information could also be displayed, if desired, without departing from the 
scope or spirit of the invention. 

Finally, if the user decides to display a report (block 418), the system 10 will request 
the user to identify the type of report desired. Upon receipt of an appropriate user input, the 
internet server 24 will generate the requested report and display it on the user's screen (block 
420> Although many different types of reports could be generated without departing from 
the scope of the invention, in the preferred embodiment, the system 10 offers the authorized 
user an opportunity to view reports concerning the current search results, browsing activity, 
storage statistics, and/or order transactions. 

Regardless of the display format(s) utilized by the user, the user can identify any or all 
of the data files identified in the search for downloading (block 422). When such a request 
for downloading is received, the internet server 24 will utilize the pathname(s) in the 
appropriate item record(s) to locate and download copies of the selected data file(s) (block 
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424). If the setected data fifes are image files, Jow resolution copies of the files will be 
downloaded. 

It bears, emphasis that, as the data management system is intended to provide secure 
and safe storage of data files, the system 10 is preferably adapted to download copies, not 
originals, of the stored data files. The original stored data files are preferably maintained as 
read-only files that cannot be changed in the ordinary course. If an image provider user 14 
wishes to change a data file, the preferred course is for the user 14 to upload a new modified 
data file and, if desired, mark the old file for deletion. Alternatively, the old file may be 
maintained on the system indefinitely. 

In accordance with another aspect of the invention, the internet server 24 can be 
adapted to download selected files in a format selected by the user requesting the file (blocks 
423 and 425). For example, a user can optionally be provided with an opportunity to select a 
file format such as TIFF or CT before downloading a file from the system. As explained 
above in connection with the autolog routine (FIGS. 4A-4C), the system is preferably 
provided with a translation matrix including instructions as to how to translate files between 
commonly used file formats. The internet server can access this translation matrix to 
translate the file(s) requested by the user prior to downloading. 

In any event, after the selected data files have been downloaded, the internet server 
logs the downloading activity in the activity database (block 426). Next, the internet server 
checks, a flag to determine whether the user has indicated a desire to leave the browse routine 
(block 428). If so, the system 10 returns to block 1 16 in FIG. 3 A. If not, the system jumps to 
block 400 in FIG. 7A to determine whether a further search is desired. If the user indicates 
another search is desired, the system proceeds to block 404 and continues through the browse 
routine as described above. If a further search is not requested, the system checks the status 
of the search flag (block 402) to determine whether a search has already been compiled. If 
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not, the system 10 waits for the user to request a search (block 400) or to exit the browse 
routine (block 403). If a search has already been completed, the system proceeds through 
blocks 4 10 4 2S 410, 412. 414. 416. 418. 420, 422, 424, 426 and 428. and optionally through 
blocks 42S and 425. to enable a user to continue to view the current results and possibly 
download further files. The search flag is preferably re-set to the "no search" status when the 
user logs off the system 10. 

In any event, when* the user exits the browse routine, the system 10 proceeds to block 
1 16 in FIG. 3 A. In the typical case, the user who has completed the browse routine and 
downloaded low resolution images will now log out of the system (block 126). The user can 
then use the low resolution images on their local system to create a file such as a brochure or 
web page. In some instances, the user will create a page description language (PDL) file 
which identifies one or more locations for the downloaded image in the finalized product. 

Assuming, for purposes of discussion the user has logged out, created a file 
incorporating an image located in a search of the database, and has now logged back onto the 
system 10 (blocks 104, 1 10), the user will then again have the opportunity to enter the browse 
routine (block 1 1 2) to perform further searching; to request delivery of a work order (block 
116); or to perform certain administrative tasks (block 120). Assuming the user indicates a 
desire to place a work order (block 1 16), the system 10 will call the order routine (block 118) 
illustrated in FIGS. 8A-8C. 

Before proceeding with a description of the order routine, a few definitions should be 
noted. As used herein, the term "work order" refers to the set of data transmitted from a first 
user to the host system 10 requesting routing to a second user. The work order preferably 
includes a set of instructions identifying the second user and identifying any files to be sent 
from the database. The work order may also include local files created outside of the system 
such as a PDL file designed to incorporate one or more files from the database. If desired, 
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the work order could also include copies (low resotution-or otherwise) of the files in the 
database which are to be sent to the second user, but such an approach is not presently 
preferred. However, as used herein, "identifying a file" includes forwarding a name or code 
specifying a file, and/or forwarding the actual file or a (thumbnail, low-resolution, and/or 
high-resolution) copy thereof. 

As used herein, the term "job order" refers to a collection of data assembled or 
otherwise developed by the host system 10 for routing to the second user. Preferably, the job 
order includes any local files forwarded by the user in the work order, and copies of any data 
files in the database that were identified in the work order by the first user. The job order is 
preferably developed and routed by the host system 10 in accordance with the instructions 
contained in the corresponding work order sent by the first user. 

Upon entering the order routine, the system 10 will first download a destination and 
instruction form to the user for completion (block 500). After the user completes this form 
by identifying the identity of the user who is to receive the work order and adding any desired 
instructions for the receiving, user, the system will temporarily store the destination and 
instruction form (block 502). Next, the sending user identifies any data files such as high 
resolution images to be included in the work order (block 504). The system will store the 
filename of any .such file(s) (block 506). The sending user will then add any local files (e.g., 
files, such as PDL files, created outside the system, typically incorporating data from the 
database) to be included in the work order (blocks 508-5 10). If the sending user is satisfied 
that the order is. complete (block 512), he will then cause the work order to be sent to the host 
site 10 (block 514). Otherwise, the user will be afforded an opportunity to continue to review 
and revise the work order (block 513) until it is ready to be transmitted to the host site 10. 

Upon receiving the work order, the host site 10 develops a job order in accordance 
with the instructions contained in the work order. The development of a job order is 
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preferably initiated: by the internet server 24 which parses the destination and instruction 
form for the address of the receiving user (block 516). Next, the internet server locates any 
original data file(s) (such as, high resolution image file(s)) identified in the work order (block 
518). The original data file(s) and any local documents contained in the work order are then 
compressed (preferably, pursuant to a user defined algorithm as discussed above in 
connection with FIGS; 4A-4C) (block 520) and forwarded to the receiving user specified in 
the destination and instruction form (block 522). Depending upon the instructions of the 
sending. user, the destination and instruction form will then be e-mailed or faxed to the 
receiving-user to notify the receiving user that a j ob order is being sent (block 524). If the 
sending user had previously requested confirmation (block 526), the system will next e-mail a 
message to. the sending user that the order has been compiled, sent to, and received by the 
specified destination (block 528): Finally, the host site 10 logs the order activity in the 
activity database (block 530). Activities that are preferably logged include, without 
limitation, the assembling of a job order; the size of the assembled job order; the date and 
time the work order was- received; the date and time the compiled job order was transmitted; 
the dates and times the e-mail or fax messages were sent to the receiving user and the sending 
user; the length of transmission time required for the e-mail or fax transmissions; and whether 
a confirmation was sent to the sending user. 

At block 532 in FIG. 8C, the internet server determines whether the sending user has 
indicated a desire to exit the order routine. If the order routine is exited, the internet server 24 
enters block 120 of FIG. 3B. Otherwise, the system returns to block 500 in FIG. 8A, where, 
upon receipt of an indication that the user wishes to place another work order, a new 
destination and instruction form will be downloaded. In the preferred embodiment, blocks 
500 SM 500, 502, 504, 506. 508, 512 and 514. and optional blocks 510 and 513, are 
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- performed by the user's local computer system and blocks 516 532 516. 518, 520, 522, 524, 
526, 53Q, and 532, and optional block 528, are performed by the host site 10. 

In the preferred embodiment, once a work order is received from a sending user, the 
job order compilation, routing and messaging performed by the system at Steps 5 1 6-530 is 
completely automatic. In other words, once a work order is received by the host site 10, the 
system 10 preferably performs blocks 516-530 without further human involvement. 

After logging onto the system (blocks 104 and 110 of FIG. 3 A), a user may choose to 
perform various administrative tasks on the system (block 120). These tasks include, without 
limitation, such activities as: obtaining reports; editing item records; removing data files 
from the system; adding, new clients and users to the system; changing the security status of 
users; and editing the compression scheme or storage format used in the autolog routine 
(FIGS. 4A-4C). Of course, not all users are authorized to perform all of these tasks. In the 
preferred embodiment, users are divided into client users, meaning all users not employed by, 
or otherwise associated with, the owner of the database management system, and system 
users, meaning those users employed by, or otherwise associated with, the owner of the 
system. The individuals within these two groups of users are further divided into read-only 
users and administrative users. As the name suggests, read-only users can view stored data 
files if given permission by an image provider user, but cannot change the data stored on the 
system. Administrative users have the ability to edit various files such as item records. 
These distinctions will be further clarified in the following. 

Assuming for purposes of explanation that a user has indicated a desire to enter the 
administration mode (block 120 of FIG. 3B), the system calls the administration routine 
(block 124) illustrated in FIGS. 9A-9B. Upon entering this routine, the internet server first 
determines whether the user is a client-type user or a system-type user (block 600). In the 
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preferred embodiment- this determination is made based on the identification information 
obtained during the login routine (FIG. 6>. 

Assuming for the time being that the user is a client-type user, the internet server next 
preferably presents the user with a pull-down menu presenting options for proceeding. As 
shown in FIG. 9 A, under one option, a user can request the generation of one or more reports 
of various types (block 610). Representative types of reports that can be requested include, 
without limitation, activity reporting such as on-line browsing time (broken down on either a 
per user or per client basis); stored files summaries showing time in-system, storage cost, file 
size, resolution information, compression information, and/or file type; new image input 
summaries for a given time period; lists of orders pending and processed; file purge reports 
showing the files purged from the system ip a given time period; and invoices. Of course, 
users can only gain access to such information if authorized by an image provider user 14, 
and preferably image provider users 14 can only access, and authorize access to, their own 
files and data relating to their own files. In any event, if a report is requested and the user is 
permissioned to access the data needed to generate the report (block 611), the internet server 
generates and downloads the report (block 614). If the user is not authorized to access the 
information in the requested report (block 61 1), a denial message is displayed (block 613). 

If a user selects the edit item record option in the graphical user interface (block 614), 
the internet server first determines whether the user is a read-only type user or an 
administrative user (block 616). If the user is a read-only type user, a denial message is 
generated and displayed (block 617) to the user. Otherwise, the item record the user wishes 
to edit is accessed and downloaded to the user. After the user makes the desired changes, the 
edited item record is saved (block 618). These blocks (6H 618) (614, 616 and 618, and 
optional block 617) can be used by an image provider user 14 to catalog its files by entering 
data into the user defined fields of the item records described above. These fields preferably 



28 



include a class field, a sub-class, field, a category key field and up to ten user defined fields. 
Each class, record can preferably have one or more sub-class, records keyed to it. 

As discussed above, when a user puts new data files on the system via the autolog 
routine, those files are automatically processed and stored on the system. However, those 
files are preferably not searchable until a further affirmative authorization is received from 
the image provider user 14. This arrangement affords the image provider user an opportunity 
to edit the item records of its new files such that its new files are cataloged into its library of 
files in an organized and searchable fashion. After editing new item records through blocks 
61 4 618 614. 616 and 618. and optional block 617 . a user can preferably authorize those 
records, for searching with a simple command. 

If a user selects, the remove item option at the graphical user interface (block 620), the 
internet server first determines whether the user is a read-only-type or an administrative-type 
user (block 622). If the user is a read-only-type user, a denial message is generated (block 
624): Otherwise, the user is permitted to view the item records associated with the data files 
of the authorizing image provider user 14, and to selectively mark data files for purging 
(block 626). To avoid erroneous loss of data, the system preferably provides a grace period 
before these marked files are purged. During that grace period, authorized users can 
"unmark" any marked files, and thereby save such files from deletion. In the preferred 
embodiment, the grace period is 1 month. 

At block 628 of FIG. 9B, the internet server 24 updates the activity database as 
appropriate. If the user wishes to exit the administrative routine (block 630), the system 
returns to block 126 of FIG. 3B. If not, the internet server continues to process further report 
requests (block 610), item record update requests (block 614), or purge requests (block 620). 

If at block 600 of FIG. 9A, the internet server determines that the user is a system- 
type user, the internet server proceeds to blocks 632 6 4 6 632, 634, 636, 638. 640. 642. 644 
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and 646 . In particular, the internet server accepts. inputs from a system user entering new 
image provider users 14, or entering new users for particular pre-existing image provider 
users 14 (blocks 632 and 634); changing the security status of users between the read-only 
and administrative status. and vice versa (blocks 636 and 638); editing item records (blocks 
640-642); and editing the auto log configuration of image provider users by setting 
compression algorithms and compression values or setting format types. When the user 
indicates that it has completed its administrative tasks (block 630), the system will returns to 
block 126 of FIG. 3B . As shown in FIG. 2, at least one administrative workstation 8 is 
preferably connected to the LAN 18 for use by system users. 

Although changing security status (blocks 636 678 636 and 638) , adding new users 
(blocks 632 63 4 632 and 634) . and editing the auto log configuration (blocks 611 646 644 and 
646) have been illustrated in FIGS. 9A-9B as functions exclusive to system users, those 
skilled in the art will appreciate that in some preferred embodiments these functions (other 
than adding image provider users 14) can also be made available to image provider users 14 
and the users they authorize. Similarly, although requesting reports (blocks 610-613) is 
shown as a function exclusive to authorized client users, in some embodiments, system users 
may also perform these functions. In instances where reports are generated (block 612), they 
can be displayed on a display device and/or sent to hard-copy generating devices without 
departing from the scope of the invention and regardless of the type of user requesting the 
report. 

If after returning from the administrative routine the database management system 
determines that the user is logging out (block 126), the internet server records the log out 
time on the activity database (block 128) and returns to block 102 in FIG. 3 A. Otherwise, the 
internet server continues to await receipt of the browse input (block 112), the order input 
(block 1 1 1), or the administration input (block 120) from the logged-in user. 
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- As mentioned above, the database management system 102 periodically calls a 
housekeeping routine (blocks 102 and 103 of FIG. 3A). Turning to FIG. 5, the administrative 
workstation begins, the housekeeping routine by generating an invoice for each of the image 
provider users 14 (block 700). These invoices are developed by reference to the activities 
logged in the activity log during a pre-defined billing period. Predefined ones of the events 
are assigned a charge by the system. All of the charges for a given image provider user 14 
are preferably automatically organized and displayed in an invoice. The completed invoices 
are then automatically routed via facsimile or e-mail to the users responsible for payment 
(block 702). Preferably, the invoices are routed to the appropriate users by the mail server 26 
and the communication server 22. The addresses are preferably automatically retrieved from 
the mail database, and inserted into the invoices. Preferably, the billing process is performed 
once a month, but other billing periods can also be utilized if desired. Also, invoices 
preferably include charges for unpaid bills from prior billing periods. 

Those skilled in the art will appreciate that many billing arrangements can be 
employed without departing from the scope of the invention. However, in the preferred 
embodiment charges are assessed for the following events: a) time spent browsing files; b) 
storing files; c) downloading OPI or other low resolution format files; d) data file entry; e) 
work order transactions; f) document transfers; and g) time spent performing administrative 
services. Browsing charges can be assessed for all of the time users spend logged on to the 
host system 10, or only for time actually spent in the browse routine. Due to the user's ability 
to select compression routines, storage charges are preferably assessed on a per-file basis and 
a per-megabyte basis. For example, in the preferred embodiment, charges of $0.33/per file 
plus S0.13/MB are assessed for file storage. Due to their special nature, special charges are 
preferably applied to downloading OPI or other low resolution format files. Preferably a flat 
fee per download is assessed. Data file entry charges are charges assessed for autologging 
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new files. Preferably, these charges, are on a rate per file plus rate per megabyte basis. Order 
transaction charges are charges assessed for assembling, and routing job orders between users. 
Preferably, those charges, are assessed on a rate per file plus rate per megabyte basis such as 
$6.00/file plus $1.00/MB. Document transfer charges are charges assessed for downloading 
images or routing documents, between users without compiling a job order. Preferably, 
charges for these services are on a rate per file plus rate per megabyte basis such as $2.00/file 
plus S1.50/MB. Administration charges, are charges assessed for the time spent by system 
users on image provider user projects such as adding new users, changing security status, 
editing item records and editing, autolog configurations. These charges are preferably 
assessed on a rate per hour basis, such as $ 1 50.00/hr. 

Returning to FIG. 5 , the housekeeping routine is completed by updating the databases, 
such as the activity database, to record invoicing of the services and by preparing for further 
activity (block 704). Upon completion of the housekeeping routine, the system returns to 
Step 104 of FIG. 3 A where it continues to operate as described above. 

The overall functional flow and architecture of the software of a preferred 
embodiment of a database management system constructed in accordance with the teachings 
of the invention are shown generally in FIGS. 1 OA- 10 J. In the interest of brevity, the 
following description will refer back to, and rely upon, the above description of the operating 
scheme of the overall system wherever possible. 

FIG. 10A shows generally the initiation of the autolog routine at a user site such as 
the offices of an image provider user 14. As illustrated in FIG. 10A, the database 
management system is preferably provided with a hot- folder transport system licensed from 
ION Publishing of Bethesda, Maryland. The hot-folder transport system provides a highly 
efficient and automatic means for transferring files. Specifically, the hot-folder transport 
system provides a graphical user interface wherein one or more folders, each of which is 
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associated with a particular destination or sending site, is displayed to a user. By simply 
dragging and dropping an icon representation of a file onto a destination folder, a user can 
transmit that file to the predetermined destination associated with the destination folder. The 
hot- folder system constantly monitors all configured folders for files. Configured destination 
folders hold settings, identifying the destination dropped files are to be sent; the location and 
type of network connection (dial-up or direct) that is to be established; the service profile 
identifier, if it is a dial-up data connection; and the proper user identifier and password for 
access to the remote site for transmitting files. 

When a file is detected in a destination folder, the hot-folder system automatically 
moves the file to a processing queue, and then compresses the file per predetermined 
compression settings. The communication portion of the local computer then establishes a 
connection with the host site 10 or other destination by automatically dialing or sending a 
network request; establishes a valid communication link; passes identification information to 
the destination computer; and, once the communication link is established, transmits the file. 
The file remains stored in a temporary file associated with the hot-folder system at the 
sending site until complete transmission and acknowledgement occur. The transmitted file 
will then appear in a receiving folder at the destination site. By selecting a receiving folder, a 
user at the destination site can access the transmitted file. 

Of course, a user can have multiple destination and receiving folders configured on 
their local system. Three destination folders 701 are shown in FIG. 10A. 

Returning to FIG. 10A, the transmitting operation of the hot-foldering system is 
illustrated by blocks 700-708 in the context of an image provider user forwarding a new 
digital image to the host system 10 for storage. After a user drops the image file on the 
destination folder 701 associated with the host site 10, the hot-foldering system takes over. 
The hot-foldering system, which monitors the destination folders (block 702) compresses the 
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image file pursuant to the predetermined user selected settings, in the local configuration 
database 708. and, then, also based on the information in the configuration database 708, 
establish a connection with the host site 10 (block 706). The image file is then transmitted to 
the host site 1 0. 

As shown in FIG. 10B, upon receiving the digital image file (block 710), the hot- 
foldering software at the host site 10 automatically decompresses the file (block 712) and 
stores it (block 714) to a receiving, folder 716. The decompression and routing to the 
appropriate receiving folder 716 is performed pursuant to predetermined settings in the 
configuration database 720 at the host site 10. The image file remains in a receiving folder 
716 until the auto log server 34 is free to process the file. 

When the auto log server 34 is available, the autolog routine will be called (block 
718). The autolog routine is then performed as described above in connection with FIGS. 
4A-4C. As the autolog routine proceeds, the activity database 725 (shown in FIG. 10E) is 
updated by the autolog server 34 to log the arrival of the new file; a new item record is stored 
in the image database 727; if the new file is an image file, a thumbnail representation of the 
new file is stored in the image database 727 with the item record, and a low resolution image 
is stored in the file system 729 (FIG. 10E); the original copy of the new file is stored to the 
file system 729; and, if an OPI or other special low resolution format file is created, it is 
stored to the file system 729. The file system 729 corresponds to the image database, and is 
implemented by the SQL database and file storage servers 30, 28. 

As shown in FIG. 10 J, if authorized, a user can access the host site 10 to perform 
various administrative functions. Typically, the image provider user 14 will have the highest 
authorization and will be the user-type performing these administrative activities most 
frequently. As shown in FIG. 10J, authorized users can access the file system 729 to perform 
database maintenance (block 740) such as marking files for purging, unmarking files 
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previously marked for purge, and. editing data records. Authorized users can also access the 
image database 727 to perform file maintenance (block 742) such as updating item records. 
Additionally, authorized users can access the activity database 725 to obtain records and 
reports (block 748), or to perform troubleshooting (block 750). As part of the 
troubleshooting feature, the user is preferably able to store and forward messages to 
personnel* at the host site 10 who can address technical and billing questions. This feature 
can also be used to route messages to other users on the system. As shown in FIG. 10J, the 
reports requested by the user can be downloaded as hard copies or displayed on a video 
display device (block 752). Finally, authorized users can access the configuration database 
731 (block 746) to perform administrative activities such as adding new users, changing 
parameters such as compression and file format information for use in the autolog routine; 
and adjusting security clearances for users. Of course, in any of the above scenarios (blocks 
740 ? 742, 744, 746) user access is preferably strictly limited such that a user can only access 
information to which it has been affirmatively granted access. For example, image provider 
user A and the users it authorizes, will preferably not have access to the information of image 
provider user B, unless image provider user B has expressly authorized such access. 

In the event a user wishes to download an image for use in the creation of a document 
or the like, the user would first log in (block 754). As shown in FIG. 10C, the user logs on by 
establishing a communication connection with the host system 10 through an internet browser 
such as Netscape or Microsoft Explorer, or through any of the other connections described 
above (755). The internet server or communication server establishes the connection at the 
host site 10 (block 757 in FIG. 10D). Once the connection is established, the user attempts to 
log. in by entering a client name, a user identification name, and a password (block 756). As 
shown in FIG. 10D, the host site 10 receives this data (block 758) and authenticates it (block 
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760) by comparing.it to the data stored in the configuration database (762). Subsequently, 
the system notifies the user of a denial or acceptance of the log in attempt (block 764). 

Assuming that a proper log in has been performed, the user will be provided with an 
option screen 766. As shown in FIG. IOC, the options screen 766 includes a menu 767 across 
the top of the screen. This menu preferably includes "Browse", "Order" and "Help" 
selections. In FIG. IOC, the "Browse" selection has been chosen and is, thus, shown in bold 
type. When one of the menu options is selected, a pull-down menu is preferably provided. A 
preferred pull-down menu for the "Browse" selection is shown in FIG. IOC. A preferred 
pull-down menu for the "Order" selection is. shown in FIG. 10F. 

Assuming for the moment that the user wishes to browse the image database to which 
it has been granted access, the user is presented with the five options shown in FIG. IOC, 
namely, "Search database" 768, "Thumbnails" 770, "Details" 772, "Reports" 774, and 
"Download" 776. As no search has yet been performed in this example, the only active 
options are the "Search Database" option 768 and the "Reports" option 774. Upon selecting 
the "Search Database" option, a search request screen 778 will be displayed. As shown in 
FIG. IOC, the search request screen 778 provides the user with an opportunity to define 
parameters for a search. In the preferred embodiment, those parameters include: the 
filename of a desired file, if known; an image ID of a particular stored image, if known; the 
class, subclass, and/or category of the type of data desired; the date on which the file was 
saved; and the type of file. The user must fill in at least one of these parameters to initiate a 
search. Upon receiving the desired parameters, the host site 10 processes the search query 
(block 780, FIG. 10D), accesses the image database 727 (block 782), and builds search 
results (block 784). 

The user can now select a display format for the search results. If the user selects the 
"Thumbnails" option 770, the thumbnail images corresponding to the item records identified 
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in the search will be displayed 786. If the user selects the "Details" option 772, selected 
fields from the item records identified in the search along with a corresponding thumbnail for 
each such item record will be displayed one at a time 788. 

Regardless of the viewing format chosen, the user can select an image for 
downloading by clicking on a corresponding thumbnail and selecting the "Download" option 

776. The host site 10 processes the download request (block 790) by accessing the file 

V- 

system 729 (block 792) and downloading low resolution copies of the requested files (block 
794} to the requesting user. The user can then log off and develop one or more documents 
using the downloaded image(s). 

As mentioned above, the user can also select the "Reports" option 774 to obtain 
statistical and billing information reports. If the "Reports" option 774 is selected, the reports 
screen 796 providing a further menu of options is displayed. As shown in FIG. 10C, that 
menu can include options such as "Current Search Results", "Browsing Activity", "Storage 
Statistics", and "Order Transactions". If any of these selections are made, the system 10 
processes the activity request (block 798), accesses the activity database 725 (block 800), 
compiles and downloads the requested report (block 802). As mentioned above, these reports 
can be viewed on a video screen at the user site or downloaded to an output device such as a 
printer at the user site. 

Assuming a user has created a file including an image downloaded from the host site 
via the "Browse" menu described above in connection with FIGS. 10C-10D, a user can place 
a work order and request that it be delivered to a second destination for publishing or the like. 
To this end, a user would first log in to the host site 10 in the manner described above in 
connection with FIGS. 10C-10D. 

Assuming a successful log in has occurred, the user is presented with the options 
screen 766 described above. In FIG. 10F, the "Order" selection is shown in bold type 
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because it has, been selected. As a result of this selection, a new pull-down menu with the 
options, "New Order" &1Q, "Add Images" 812, "Attachments" 814, "Send Order" 816, and 
"Status (Read)" 818 is displayed. Since the user has just logged on, only the "New Order" 
and "Status (Read)" selections. 8 1 0, 8 1 8 are available. 

If selected^ the "Status (Read)" selection 818 will cause status screen 843 to be 
displayed. As shown in FIG. 10F, screen 843 displays the status of any recently place work 
orders. Preferably, the screen displays a unique number associated with the order for tracking 
purposes, the date the order was placed, an identification number associated with the client 
under whose authorization the order was placed, and the status of the order. Preferably, the 
status category will indicate that the order is in transit, the order has been delivered, 
confirmation has been sent to the sending user, that a unread message related to the order is 
pending, or that an error has occurred. Unread messages are messages from the host site 10 
concerning, the work order. These messages can be viewed by selecting the appropriate order 
on the status screen 843 and clicking the "detail" button 845 shown in FIG. 10F. 

Assuming for purposes of explanation, the user wishes to place an order and selects 
the "New Order" option 810, the host site 10 downloads a custom e-mail form 820 (block 822 
in FIG. 10G). If desired, the user will then fill in the e-mail form 820 with a short description 
and instructions for the receiver of the job order at the second destination. The user may then 
select the "Add Images" option 812, whereupon screen 824 will be displayed. The software 
is preferably configured to display the filenames of all recently downloaded images. The 
user can select one or more images from this list to be included in the work order by 
highlighting the desired filenames and clicking on "Add" 826. If the user wishes to remove 
filenames from the list, the user would select the filename to be removed and click on the 
"Remove" icon 828. Additional details about the files named in the list can be displayed by 
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clicking on the desired filename with a mouse of other input device and selecting the "Detail" 
option 830. 

The user may also specify attachments to be included in the work order by selecting 
the "Attachments" option SI 4. Examples, of attachments which might be included in a work 
order include page description language files prepared using Quark® Express or some other 
publishing program. In any event, the attachments screen [[832]] 831 will be displayed when 
the "Attachments" option 814 is selected. The user can select the "Add", "Remove" or 
"Detail" icons 832, 833, 834, 836 to respectively add attachments to the list, remove 
attachments from the list, and display detailed information concerning files appearing on the 
list. 

When the work order is accurate and complete, the user will select the "Send Order" 
option 81 & to display the send screen 840. The user can then select a destination from a list 
of jobbers 16 such as publishers obtained by clicking the "Supplier" icon 842. The user will 
also choose the method to notify the selected jobber/supplier 16 that a job has been sent. In 
the preferred embodiment, that notification can be by facsimile or e-mail. If the "Certified" 
option 844 is selected, the sending user will automatically receive an acknowledgement that 
the notification was successfully transmitted to the jobber. The user can then send the work 
order by selecting the "Send" option 846. 

When the "Send" option 846 is selected, the user's computer will prepare the work 
order by locating any attachments; preparing a data file including the supplier name, the e- 
mail form, and the filenames of the images in the work order; and compressing the work 
order for efficient transmission. The user's computer will then send the work order to the 
host site 10. 

As shown in FIG. 10G, upon receipt of the work order (block 850), the host site 10 
will parse the work order for the identifications of images to be included in the job order and 
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the name of the supplier 16 (block 852 } to receive the job. The address of the jobber 16 will 
be located in the configuration database 73 1 (block 854) and high resolution copies of the 
identified files, will be downloaded from the file system 729 (block 856). The assembled job 
order including the high resolution copies of the images selected by any user and the user 
created attachments such as PDL files, will then be automatically transferred to a sending 
hot-folder associated with the selected destination (block 858). The hot-folder transport 
system will then take over, compressing the job order and transferring the job order to the 
selected destination as described above in connection with FIG. 10A. Specifically, the hot- 
folder system compresses, the work order in accordance with the user-defined algorithm 
stored in the configuration database; establishes a connection with the destination site by 
automatically dialing or sending a network request; establishes a valid communication link; 
passes log in information; and transmits the job order. The job order remains stored on the 
host system 10 until* it is completely transmitted and an acknowledgement is received. After 
the job order is. sent, the host system 10 logs, off and records the transmission activity to an 
activity log tracking file in the activity database. The transmission is also logged in the 
activity database for later billing. 

The host site then faxes or e-mails the e-mail form prepared by the sending user to the 
jobber 16 to provide notification that a job order has been transmitted. If the user requested 
certification, a message confirming successful transmission of the e-mail or fax will be sent 
back to the sending user by the host site 10. 

Turning to FIG. 101, the destination user/supplier 16 receives the fax or e-mail 
notification of the job order transmission (block 860) from the mail server 26 of the host site 
10. As shown in FIG. 101, the hot-foldering software at the jobber site 16 will have 
preferably already received the job order (block 862); decompressed the job order (block 
864); and stored the job order to the appropriate incoming folder (block 866). The jobber 16 
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can* then access, the job order by clicking on the appropriate incoming folder icon. The e-mail 
description and instruction form can be stored on the supplier's local computer or printed out 
as desired. 

As shown in FIG. 1 OH, administrative tasks can be performed by system employees at 
the host site 10. Thus, authorized users can perform database maintenance 740 and file 
maintenance 742, including purging files and backing-up the system databases (block 870). 
The system users can also perform activity reporting (block 744) including, by way of 
example, invoicing, browsing, downloading, report generating, document passing and 
troubleshooting, as shown in blocks 748 and 750. The system users may also perform user 
administration functions (block 746) such as adding or deleting clients; adjusting security 
clearances; adding or deleting users; editing item records; and editing autolog configurations 
(block 754): Finally, as shown in FIG. 10H, the host site 10 can store and forward messages 
between users and between users and the host site (block 872) via the mail server 26. 

In an optional embodiment, the host site 10 is configured to automatically set up hot- 
folders on the local systems of affected users when new users or new relationships between 
users are established. For example, if Client A adds new user B to the system and wants new 
user B to have hot-folder connections to Client A's offices and Supplier B and Cs facilities, 
the system 10 automatically connects to, and creates, receiving and sending hot-folder files 
on the local systems of Client A, User B, and Suppliers B and C. This scheduled replication 
is shown in FIGS. 10A, 10B and 10E as automatic modifications to the local configuration 
databases of the users and host site 10. 

Those skilled in the art will appreciate that, although the invention has been described 
in the context of certain preferred embodiments, many modifications can be made thereto 
without departing from the scope or spirit of the invention. For example, while in the above 
embodiments the host site 10 has been described as a single location, the host site 10 can be 
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distributed across multiple geographic locations. Multiple sites can be used, for example, to 
provide quicker access and lower telecommunication cost to frequently used files. Also, the 
host site can provide a mirroring storage system for the databases at a remote facility in a 
separate geographic location for security and disaster recovery purposes. Further, while the 
database management system has been described in the context of users located in separate 
geographic locations, those skilled in the art will readily appreciate that the host site 10 and 
users 12, 14, 16 can all be located within a single building or organization without departing 
from the scope of the invention. 

Those skilled in the art will further appreciate that, among other significant 
advantages of the disclosed database management and order delivery system, the disclosed 
systenr advantageously provides an intelligent order delivery system which achieves an 
automatic, integrated workflow for transferring digital assets between multiple users. 

Those skilled in the art will further appreciate that although, for ease of explanation, 
the steps performed by the system were described as occurring in a particular time sequence, 
the operation of the system is not limited to any temporal arrangement. On the contrary, the 
noted operations can be performed in any order without departing from the scope or spirit of 
the invention. 

Finally, those skilled in the art will further appreciate that, although the invention has 
been described in connection with certain embodiments, there is no intent to limit the 
invention thereto. On the contrary, the intention of this application is to cover all 
modifications and embodiments fairly falling within the scope of the appended claims either 
literally or under the doctrine of equivalents. 



42 



fiGM 



Q START 




Ft 6. 3* 





204— 



STORE TO 
TEMP. FILE 




206 




*3A 




YES 



20 8 



APPEND 
SUFFIX 



CREATE & 
STORE ITEM 
RECORD 



— 210 



212 



IMAGE 
INFO? 




214 



fi&. ne> 



217- 











CREATE & 

STORE 
THUMBNAIL 


— 216 










UPDATE ITEM 






RECORD 







218 



220- 



CREATE LOW 
RES. IMAGE 



FIG*2fB 




TRANSLATE 
FILE FORMAT 



219 



COMPRESS & 
STORE LOW RES 
IMAGE 



— 222 



UPDATE 
IMAGE 
RECORD 



— 224 



COMPRESS & 
STORE HIGH 
RES IMAGE 



—226 



j 

GO TO 



FIG. HC 



0 







UPDATE ITEM 
RECORD 







230 




■228 



Pre - P*fSS XnJt 

NO 



YES 



CREATE OPI 



•23 2 



UPDATE ITEM 
RECORD 



—234 



LOG ACTIVITY 



—236 



\ r 

^ RETURN ^ 



FI&.S 



(l 



START 
HOUSEKEEPING 





V 


GENERATE 
INVOICE(S) 


1 




SENO 
INVOICE(S) " 


i 


- 


UPDATE 
DATABASES 


V 





0 



700 



^ RETURN^ 



■702 



•704 



7A 




fA 





YES 




404—1 


COMPILE 
SEARCH 
RESULTS 








406 — 


INDICATE 
SEARCH 
COMPLETION 




1 





SET 
SEARCH 
FLAG 



—408 




fie. 76 




FK^B 



423. 

TRANSLATE^ 
YES^ REQUEST? 




TRANSLATE 
TO NEW 
FORMAT 



416 




420— 



GENERATE 
REPORT 



422 



YES 




"425 



DOWNLOAD 
LOW RES 
IMAGE 



NO 



-424 



<S> 



fIG. 7C 




FIG. 2A 

r START >v 
ORDER J 



0 



DOWNLOAD 

DEST. & 
INSTR. FORM 



■500 



STORE DEST. 
& INSTR. 
FORM 



—502 




504 



NO 



STORE 
IMAGE 
NAME(S) 



— -506 




FIG. $6 



o 



0 



SAVE 
PATHNAME 



— 510 



512 




SEND? 



NO 



REVISE 
WORK ORDER 



YES 



513 



SEND WORK 
ORDER 



FK^B 



-514 



PARSE DEST. 
& INSTR. FOR 
ADDRESS 



-516 



LOCATE 
HI-RES 
IMAGE(S) 



•518 



COMPRESS 
JOB ORDER 



— 52 O 



GOTO 



FIG. 9C 




FORWARD 
JOB ORDER 
TO 

DESTINATION 



■522 



V 




V 




fl&. M 




GENERATE & 




DOWNLOAD 




REPORT 


--612 



614 




NO 



617 



DENIAL 
MESSAGE 



YES 



SAVE 
REVISIONS 



618 




GO TO 
M 



9A 



NO 



UPDATE 
DATABASE 



6 36 




NO 



YES 



638 



UPDATE 
DATABASE 



/go to A 



FIG. 




USER \N0 
PERMIT? 



YES 



626 



UPDATE 
DATABASE 



LOG ACTIVITY 



624 



DENIAL 
MESSAGE 



-628 



© 



640 




YES 



642 



UPDATE 
DATABASE 



644 



YES 



6^6 



UPDATE 
DATABASE 



NO 




NO 



/ SO TO \ 




630 



YES 




"J 



E 
o 



4 



cd r 

i 
i 



2 

• E 2 



CO 1 



GO 



v> 

9 

w 

q. 
E 

8 

o 
O 



CO 
CD 

co^r 



i 



LL_. 




l' g 8 I 
X I 




o 
co- 
co 



c 



to 
> 

s 



CO 

cc 



-8 
o 

• 



o 
© 



<0 

c 
o 



tfi 

c 
© 

E 
© 



2 
< 

> 

A 
V 



it 

cn * 
CO 



1 



i J 



